Boston Network Users Group
March 7, 2017

Security Features of the Cisco
Adaptive Security Appliance (ASA)
Family of Devices

Jerry Joyce

Gerald R. Joyce, Ph.D.
https://Iwww.linkedin.com/in/geraldrjoyce/



How my lab is set up
ASA security features similar to routers
ASA security features beyond those of routers

VPNs, including public/private keys
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References:

Cisco CCNA ICND2, Official Cert Guide, W Odem
Test 640-816 Switching and Routing
The test is out of date, but a very good book

Test 210-260

Cisco ASA Configuration, R. Deal, Network Professional Library
Comprehensive manual

Cisco ASA Configuration for Accidental Administrators, D.

Crawley
Brief but useful
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ASA as Remote Access Device

Supply Partner
Requires Access
Branch Office to Ordering
Requires Site-to-Site
- Access Scenarios
el b o - Company-managed desktop
5 RAR WD =
Kiosk access
- Site-to-site connectivity
Full or limited network access
Partner access

Scalability and Resiliency
- Cost-effective scaling
Integrated load balancing
Stateful failover
QoS, VLANSs, routing

|
|
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Hourly Employee Ig?ebr'ri\(;t
Requires access to
Online Schedule
and Timesheets
(Specific APPs)

Cisco
ASA 5500

COnverged VPN, Firewall, and Threat Mitigation
Inspection and control of VPN sessions

+ Integrated malware mitigation
Em___, . - Single RA VPN device infrastructure
Employee at Home + Unified user management
Requires Consistent

Provides fully secured, highly customizable access for any user from any location

on a single device and management infrastructure
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ISP’s connect over Internet via ‘Public Addresses’

« This is the addressingin my lab

e Internet

Switch

Layer3

200.150.1.1 ISP A

ISPB 200.150.2.1 | Faon

Fa0/2
2811 i
Router
P Fa0/0
Fa0/1 200.150.2.2 200.150.1.2 i:gg/o
Fa0/2/0

Public addresses, so-called ‘outside network’
Private addresses: used for ‘inside networks’

* = Wildcards for possible network addresses

0 = Minimum of last two bits left for host addresses

172.16-**************00 e 172-31_********‘******00
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Cisco Adaptive Security Appliance (ASA) Comparison

Mbps/Gbps - max throughput
cps - connections per second

throughput - actual bandwidth that is available to a network, as opposed to ASA 5505 93P
theoretical bandwidth (20 Gbps, 246
bandwidth - how much information a network can move at a period of time

| ASA5510and up
I Routersw/ additional ange

ASA5505 ' Secu rity features

Switch w/ VLAN’s : sl

and staticroutes |

I Asass10
ASA 5505 (30p Mops, SK.cge)
(150 Mbps, 4000 cps)

ASA 5620
(450 Mbps, 12K cps) |

¢
ASA SM

ASA 5550
= (16 Gbps, 300K cps)

(1.2 Gbps, 36K cps)

Branch Office Internet Edge Campus Data Center
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Security Features Common to Routers

ASA 5505 is mainly a switch

» Needs to be connected to a router which defines the subnets
» Ports can be VLANSs

ASA 5510 is a router
7> Inside / Outside network interface
» Routing protocols include RIP, OSPF, EIGRP

Router security features

» Network address translation (NAT) between inside network
and outside network

» Access Control Lists to filter packets at various interfaces.
Packets that do not match an ACL will be dropped

Jerry Joyce BNUG- March 7, 2017



ISP’s connect over Internet via ‘Public Addresses’

Public addresses, so-called ‘outside network’
Private addresses: used for ‘inside networks’

Class A and B networks generally used with subnetting

* = Wildcards for possible network addresses
0 = Minimum of last two bits left for host addresses

10.0.0.0 is the usual definition of private class A network
10-********.********.******OO Wlth SUbnetting

172.16.0.0—172.31.0.0 is usual definition off private class B network
172.16-********.******00 2 17231**************OOWIthsubnettlng

192.168.0.0is usual definition of private class C network
192,168, ** s dxxx%x*00 with subnetting
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ASA5510 as Inside / Outside Network Boundary
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What is Network Address Translation?

Applies to packets passing between the outside interface(s) on the
‘outside network’ and interfaces on the ‘inside network’ such as DMZ
Interface and Inside interface

» The inside network hosts are referred to in the IP header with
‘private addresses’ while the packet is in the ‘inside network’

» The same inside network hosts are referred to in the IP header with
‘global’ (meaning public or routable) addresses while the same
packet is on the outside network

» The relevant source or destination IP addresses (that reference the

iInside network hosts ) have to be changed when the packet passes
between outside and inside networks.
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